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INFORMATION TECHNOLOGY POLICY 

1. Purpose and Scope 

a) This policy applies to all Councillors, employees, contractors (acting on behalf of the Council) and 

volunteers who use IT systems to carry out Council business, whether on Council-owned or personal 

devices (Users). 

b) This policy covers the following communications and IT equipment – Council owned desk top/lap 

top computers, smart phones and body-worn cameras, internet access, remote access connections, file 

storage systems. 

c) This policy should be read in conjunction with the Council’s existing policies on Data Protection, 

Communication, Equality and Diversity, Freedom of Information, Employee Handbook, Body Warn Camera 

Policy/SOP. 

d) Misuse of IT facilities could result in disciplinary proceedings. 

2. Council Email Use 

a) All official communications are required to be sent from a Council-owned .gov email address.  

These email addresses are hosted by Microsoft and managed by an appointed external IT company. 

b) Council emails should not be forwarded to personal inboxes. 

c) Passwords should be in accordance with advice at the time of setting up and should not be shared 

with anyone else.  Passwords for Council employee accounts are included in a protected password 

document saved on the Council network so that access to emails can be gained by the Clerk/Office 

Administrator if a member of staff is incapacitated. 

3. Data Protection and GDPR  

a) Council related data must not be stored on USB sticks, personal laptops, or cloud devices like 

Dropbox unless approved by the Council. 

b) Regular Email and Network cloud backup is undertaken as part of the contract with an appointed 

external IT company. 

c) At the end of holding office, Councillors must remove all Council related data from their personal 

devices. 

d) The Council website must meet the latest WCAG standards and publish all required documents in 

line with the Transparency Code. 

e) The Clerk is responsible for updating the website and should liaise with the website provider to 

check for accessibility and broken links. 
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4. Use of Council Equipment 

a) Any device, software, data access and services provided remain the property of the Council and 

shall be recorded on the asset register.  At the end of employment with the Council, all equipment must be 

returned to the Clerk in full working condition.   

b) No additional software should be installed on Council owned IT equipment without permission 

from the Council.  

c) Council devices/IT systems should not be used for personal internet access or downloading. 

d) Computers should be shut down at the end of each working day and logged out of when left 

unattended. 

e) The Council has an IT support package with an appointed external provider who should be 

contacted if technical support is required or to raise security concerns. 

5. Cybersecurity and Online Safety 

a) Online security is handled by an appointed external IT company and includes: 

• antivirus software on Council owned devices; 

• two factor authentication; 

• regular updates on Council owned devices. 

b) Users should be constantly vigilant and aware of suspicious emails. 

c) Passwords should not be re-used across personal and Council accounts. 

6. Social Media and Communications  

a) Only the Clerk may post on the Council’s Facebook page. 

b) Councillors should not comment as individuals on behalf of the Council. 

7. Training and Review 

a) Ongoing training/advice is available on IT security and data protection either from the Clerk or the 

appointed external IT company. 

b) The Clerk will monitor this policy which will be reviewed annually in conjunction with the Finance 

and General Purposes Committee. 

 
 
 
 
 
 

Agreed by Council: July 2025  

Review due: July 2028  

 


